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CCTV Policy for ALPS Schools

The purpose of this Policy is to regulate the management, operation and use of the closed circuit
television (CCTV) systems at ALPS schools. The CCTV systems are owned by the schools. They record
key areas of each school premises. Each system records for a number of days (dependent on the
system storage capacity at each school) and then the data is lost as it re-records over the original
footage.

Introduction
1.1 ALPS schools use closed circuit television (CCTV) images to maintain a safe and secure school
environment for pupils, staff and visitors. CCTV will also prevent the loss or damage to school

property.

1.2 The system comprises a number of fixed cameras. In a small number of areas the system has
sound recording capability as well as images. These are limited to the main reception areas.

1.3 The CCTV is owned and operated by each school, the deployment of which is determined by the
school’s leadership team.

1.4 The CCTV is monitored centrally by the SLT, site, office staff and other members of staff who are
competent to operate it.

1.5 All authorised operators and employees with access to images are aware of the procedures that

need to be followed when accessing the recorded images. All employees with access are aware of
the restrictions in relation to, access to and disclosure of recorded images.

Statement of Intent
2.1 The school will operate CCTV in accordance with UK GDPR, the Data Protection Act 2018,
relevant ICO guidance on video surveillance, and the Surveillance Camera Code of Practice where

applicable.

2.2 Warning signs, as required by the Code of Practice of the Information Commissioner have been
placed around the buildings.

Siting the cameras
3.1 Cameras are sited so they only capture images relevant to the purposes for which they are
installed and care will be taken to ensure that reasonable privacy expectations are not violated. The

school will ensure that the location of equipment is carefully considered.

3.2 Staff have been instructed that static cameras are not to focus on private homes, gardens and
other areas of private property.

3.3 Only ALPS members of staff have access to details of where CCTV cameras are situated.
3.4 There is clear signage around the schools displaying that there are CCTV cameras. There is also a

clear sign in each school’s reception area.
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Covert Monitoring

4.1 Each school may, in exceptional circumstances, set up covert monitoring. For example:

i. Where there is good cause to suspect that an illegal or unauthorised action(s) is taking
place, or where there are grounds to suspect serious misconduct

ii. Where notifying the individuals about the monitoring would seriously prejudice the
reason for making the recording.

4.2 In these circumstances authorisation must be obtained from the Executive Headteacher / Chair
of Governors.

4.3 Covert monitoring must cease following completion of an investigation.

4.4 Cameras sited for the purpose of covert monitoring must not be used in areas which are
reasonably expected to be private, for example toilet spaces.

Storage and Retention of CCTV Images

5.1 Recorded data will not be retained for longer than is necessary unless required for evidential
purposes. In this case it will be downloaded to a memory stick. The retention period of any images
recorded by the CCTV footage is different in each school. The length of retention can be obtained by
contacting the school office. Any data that is over the system’s retention period will be destroyed by
overwriting of the digital images.

5.2 The CCTV system is owned by the school. The CCTV system is operated 24 hours each day, every
day of the year. During times of school closure, the CCTV system will continue to operate as normal
and will be maintained and monitored by the usual maintenance company or by the Site
Manager/Caretaker.

Access to CCTV Images and monitoring of the hardware

6.1 The images that are recorded are stored directly onto the recording device and can only be
accessed by those who are authorised to do so. The site manager/caretaker and identified members
of SLT staff are authorised to access the stored images. Access to recorded images are restricted to
these individuals and will not be made more widely available.

6.2 Access to recorded footage, downloads, disclosures and deletions will be logged on CPOMS by
the person accessing the footage. They will record the reason for access, footage reviewed, and any
disclosure made.

6.3 All cameras can be monitored from a central location at each school.

6.4 It is the responsibility of the site manager/caretaker to check the cameras and check the CCTV
screens frequently.

Subject Access Requests (SAR)
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7.1 Individuals whose images are recorded have a right to view images of themselves and, unless
they agree otherwise, to be provided with a copy of the images.

7.2 All requests should be made in writing to the Head of School. Individuals submitting requests for
access will be asked to provide sufficient information to enable the footage relating to them to be
identified. For example, date, time and location. Without this information it will not be possible to
provide footage.

7.3 Each school will respond to a subject access request without undue delay and within one
calendar month of receipt, unless an extension is permitted under data protection legislation.

7.4 The school reserves the right to refuse access to CCTV footage where this would prejudice the
legal rights of other individuals or jeopardise any ongoing investigation. As an example, any footage
being requested will be blurred except for the individual being requested. In some instances it may
not be possible to detangle others from footage (e.g. a fight where children are locked together). In
this instance no footage will be released.

7.5 If a school receives a request under the Freedom of Information Act it will comply with requests
within 20 days of receiving the request.

Access to and Disclosure of Images to Third Parties

8.1 There will be no disclosure of recorded data to third parties other than to authorised personnel
such as the Police.

8.2 Images will only be released to third parties if authorised by the Police or SLT. Images will only be
released if they are required for the performance of a task in the public interest or necessary for the
compliance with a legal obligation.

8.3 CCTV footage may be viewed by the Police for the prevention and detection of crime. If an
unsolicited request is made by the police for any images, we will follow this protocol:

The request must be made by a uniformed officer specifying the date and time (as far as possible) of
the image. If the officer is not uniformed, the school will carry out enquiries and establish the
identity of the officer with their employer.

If the decision is taken not to release the images, then the image in question must be held and not
destroyed until all legal avenues have been exhausted.

8.4 Should footage be required as evidence, a copy may be released to the Police (on a memory stick
clearly labelled and sealed in plastic box or envelope. Footage will only be released to the Police on
the clear understanding that the memory stick remains the property of the school, and both the
memory stick and information contained on it are to be treated in accordance with this code. The
school also retains the right to refuse permission for the Police to pass to any other person the
memory stick or any part of the information contained thereon. On occasions when a Court requires
the release of original footage this will be produced from the secure evidence store, complete in its
sealed bag. The Police may require the school to retain the information held on the memory stick for
possible use as evidence in the future. Such memory sticks will be properly indexed and properly and
securely stored until they are needed by the Police.

8.5 Applications received from outside bodies (e.g. solicitors) to view or release footage will be
referred to the Executive Headteacher. In these circumstances recordings will only be released
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where satisfactory documentary evidence is produced showing that they are required for legal
proceedings, a subject access request, or in response to a Court Order. As above, if footage is not
able to be detangled and others blurred out, no footage will be released. A fee can be charged in
some circumstances.

Complaints

9.1 Any complaints and enquiries about the operation of CCTV within each school should be directed
to the Head of School in the first instance via the ALPS Complaints Procedure.

Further information

Further information on CCTV and its use is available from the following:

Surveillance Camera Code of Practice Revised Edition 2008 (updated and effective from Jan 2022
published by the government) link:

https://assets.publishing.service.gov.uk/media/619b7b50e90e07044a559c9b/Surveillance Camera
CoP Accessible PDF.pdf

Regulation of Investigatory Powers Act (RIPA) 2000

Data Protection Act 2018
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